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(Updated 07/26/2012)


mailto:DPH.ICARE@illinois.gov

TABLE OF CONTENTS

I-CARE HL7 Data EXChange PrOCESS.......cccciiiieiiieiie e sie e stee e 2
EHR System ReqUIFEMENTS ........ooiieiie ettt 3
Registration for I-CARE and/or HL7 File Transfer ........ccccoocviiiiiiivie i 5
Methods to Upload BatCh FileS ...........cveeiiiiiiiii e 14
Secure File Transfer ProtoCOl ..o 14
IMIOVEIT. ..ttt e et e e st b e e e s snbe e e e abbe e e e nes 15
[-CARE ...t ae e re et ereens 22
Uploading UsiNg WEeD SEIVICES .......cccovc i 25



I-CARE HL7 Data Exchange Process
There are two direct methods to send HL7 immunization data to I-CARE.

e SFTP - Batch Upload. Unidirectional, one-way transfer
e HTTPS — Web Services. Bidirectional, two-way, real-time transfer

NOTE:

If you are unable to produce files in an HL7 format you have another option to send data by using
the Public Health Node (PHN). You can send a flat file or CCD xml to the PHN which will take
the data, format it into HL7 and then send to I-CARE.

Please visit http://www2.illinois.gov/gov/HIE/Pages/publichealth.aspx for additional information.
Contact Mike Jadala, mike.jadala@illinois.gov for information on using the PHN.

You must first:
1. Complete and return the I-CARE Individual/Provider Agreements

a. Please contact the I-CARE program advisor (Woody at 217-524-0968 or
keith.wood@illinois.gov) to receive the individual and provider agreements. These
formswill need to be signed and returned to the Department before HL7 data exchange
or I-CARE use can be obtained.

2. Request a Username and Password with the Department by registering for SFTP (MovelT)
HL7 File Transfer, HTTPS (Web Services) HL7 File Transfer or both.

The person requesting the username/password should be same person responsible for
transferring the HL7 files.

3. Ifusing SFTP - Batch Upload, choose a method for securely sending HL7 batch files to the
Department. See the section Methods to Upload Batch Files to the Illinois Department of
Public Health.

4. If using HTTPS - Web Services, see the section Uploading Using Web Services to securely
send real-time data.
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EHR System Requirements

Your EHR system must support either HL7 version 2.3.1 or 2.5.1. Contact your EHR vendor to
verify compatibility.

Contact your EHR vendor and/or IT section to verify the following:

1. Do you need to purchase a separate interface for your EHR system to do HL7 exports to I-
CARE, either SFTP or HTTPS?

2. For SFTP, does your EHR system support SFTP uploads?
a. If not, do they recommend a SFTP client to install on your computer system?

b. If you cannot install software on your computer system, see the sections on using
Movelt or I-CARE to transfer HL7 files.

3. For SFTP, your EHR system will need to create unique file names for each HL7 file
transferred. For files submitted only once per day use the format:
HL7_ClinicName_YYYYMMDD.txt. For files submitted more than once per day use the
format: HL7_ClinicName_YYYYMMDD_HHMMSS.txt.

Example: HL7_DCS0067_20100810_182255.txt.
4. For HTTPS, your EHR system must support SOAP interface.

SFTP - Batch Upload
Implement SFTP to upload HL7 files (messages VXU)

Depending upon your EHR system’s SFTP connectivity you will need to choose from the following:

1. Your EHR system has its own SFTP interface and can automatically upload HL7 files into
the Department’s SFTP (Movelt) system. Contact your EHR vendor to find out if it supports
SFTP.



2. Your EHR system does not have its own SFTP interface but can manually or automatically
export HL7 data into HL7 text files. There are three options to transfer the exported text files
to the Department:

a. Setup a SFTP client on your computer system to manually or automatically transfer HL7
files to the Department’s SFTP (Movelt) system.

b. Use the Department’s SFTP (Movelt) website application to transfer HL7 files to |-
CARE. Use this option if you cannot install a SFTP client due to hardware or policy
limitations on your system.

c. Use the I-CARE application to upload HL?7 files directly to I-CARE. Use this option if
you plan to use the I-CARE application (state immunization registry) and cannot install a
SFTP client on your system.

HTTPS — Web Services

Implement Web Services to upload HL7 files (messages VXU) or create real-time bidirectional
HL?7 interface with I-CARE (messages QBP and VXQ).

Web Services Address: https://icareHL7.dph.illinois.gov
Port: 443

1. Your EHR system must support SOAP interface for I-CARE Web Services to work
correctly.

2. Develop a client to communicate with I-CARE Web Services.


https://icarehl7.dph.illinois.gov/

Registration for I-CARE and/or HL7 File Transfer (SFTP or HTTPS)

Follow the below procedures to sign-up to use I-CARE and/or HL7 File Transfer
(SFTP or HTTPS). Please read all these instructions before attempting to create your
account.

=

Open an Internet Explorer 7, 8 or 9 (Not Firefox) Web Browser and go to:

Tools, Internet Options, and select the Advanced tab.

3. Scroll all the way to the bottom and view up about 6 rows to locate: Use SSL 2.0 and assure that it is
selected. NOTE: Failure to follow steps 1 thru 12 in order will result in the screen not loading.
If your Operating System is Vista or Windows 7, also De-select Use TLS 1.0.

Click on Apply at the lower right corner of the pop up and then click OK.

Go to Tools, Pop-up Blocker, Pop-up Blocker Settings and add our domains: *.illinois.gov and
*.idphnet.com. 6a. Then go to Tools and select Compatibility View if available.

7. Inthe IE Browser address window, type in: www.idphnet.illinois.gov or just click this link.

no

2 A

NOTE: Internal users on the State of Illinois network (DOC, DHS, DCFS, etc.) enter:
idphnet.illinois.gov (no www’s) to navigate to the login page.

@.\ | v |g httﬁ:,iiwww.dph.partner‘illinois.guvf\ogin,iPages,iDefault.aspx )

File  Edt  View  ravonseiooli el /

T;j Favarites

Login Signinl

iﬁ Login Al sites vl ‘P| Advanced Search

o
Yiew All Site Conkent | Login

Welcome to the IDPH Web Portal where you can:

s Find all your public health related information at ane secure site.
s Join onling cormunities to share files, discussions, calendars and mars.
o Access Web-based IDPH applications.

To access the IDPH web portal, users must be running Intermet Explorer 5.5 or higher. Some portal
applications will not function properly with other browsers such as Mazilla Firefox.

Current Users Click Here to access the portal: Login

8. On the right side of the screen, under the “I need to...” heading, click on the Register for a Portal Account
option to begin the registration process.

9. Depending on your computer’s security settings and/or your anti-virus protection, you may have to select
Yes or “Continue to this website (not recommended)” to get past the initial Security Certificate errors and
security warning screens before going to the Agreement screen in step 12.

10. Important: Windows 7 machines using Internet Explorer 8 or 9:

Go to Tools and select Compatibility View to allow this screen to load.
11. Again click on the Register for a Portal Account link and it will take you to the screen in Step 12.


http://www.idphnet.illinois.gov/

12. The next screen is an Agreement that you should print and read.
Once finished reading, scroll down to the bottom and click on the I Agree button:

|Jngdress I@I] https: v idphnet. comregister/IDPHPortalRegistr ationAgreement. jsp j Ga |J '@ M |

| v

Improving Public Health, One Community At a Time 5\{ IdphneT
o .

dotcom

Illinois Department of Public Health

Web Portal User Agreement

USER MUST READ THIS WEE PORTAL USER AGREEMENT BEFODRE APPLYING FOR, ACCEPTING, OR USING A USER ACCOUNT TO ACCESS THE ILLINDIS DEPARTMENT OF
PUBLIC HEALTH (IDPH) WEB PORTAL. IF THE USER DOES NOT AGREE TO THE TERMS AND CONDITIONS OF THIS WEE PORTAL USER AGREEMENT, AN ACCOUNT WILL NOT
BE ISSUED IM HIS/HER MAME.

This Agreement will become effective on the date the facility emplayee (User) submits the user registration application form to the designated Partal

Registration Authority (FRAY at his/her Facility, By submitting the registration application form, the User is expressing his/her agreement to the terms of
the Web Portal User Agreement (Agresrment),

The Web Portal User agrees to:

1. Make true representation regarding infor mation to be used in his/her profile for identification and authentication purposes;
Disclaimer of Liability

either the Illinois Department of Public Health nor any of its employees shall be held lisble for any improper or incarrect use of the infarmation described
landfor contained in the \Web Portal and assurmes no responsibility for anyone's use of the information. In no event shall the IDPH web site, web portal, or
itz ermplovees be liable for any direct, indirect, incidental, special, exemplary, or congeguential damages (including, but not limited to, procurerment ar
substitute goods or services; loss of use, data, or profits; or business interruption) howeser caused and on any theory of liability, whether in contract,
strict liability, or tort {including negligence or otherwise) arising in any way out of the use of this system, even if advised of the possibility of such damage.
This disclaimer of liability applies to any damages or injury, including but not limited to those caused by any failure of performance, error, omission,
interruption, deletion, defect, delay in operation or ransmission, computer virus, communication line failure, theft or destruction or unautharized access
to, alteration of, or use of record, whether for breach of copheset=tmsiags behavior, negligence ar under any other cause of action.

| Agree | m Mot Agree

/

IDPH Wb Portal

1l

[&] Dore ’_ I_ E | @ Trusted sites



13. The Registration screen below must be filled out carefully with proper grammar and spelling. Do not
abbreviate names or addresses. You can select any of the following:

I-CARE/Immunization Registry (web application)
I-CARE/SFTP (MovelT) HL7 File Transfer
I-CARE/HTTPS (Web Services) HL7 File Transfer

CHOOSE OPTION 1 or 2:
1. If you plan to use the I-CARE web application AND either SFTP or HTTPS:

e You will need two separate usernames and passwords, one for I-CARE web application and
the other for HL7 file transfer.

For username you must use the first initial of your first name followed by your last
name without punctuation. Middle initials are not allowed. Do not deviate from the
required user name format. Use lower case only. This username/password will be used
for the I-CARE web application only. Check the below BOX:

I-CARE/Immunization Registry (click here to select the KeyMaster's email: | )

[llinois Department of Public Health will create an additional username/password with an
assigned username (prefixed with 777 for SFTP and 888 for HTTPS) for HL7 File Transfer.

e Notification emails will be sent with passwords when accounts are created. SFTP or HTTPS
passwords have no expiration date and will not expire. However, the I-CARE web
application password will expire every 60 days.

2. Ifyou plan to ONLY transfer HL7 data using SFTP or HTTPS:

e lllinois Department of Public Health will assign one username/password (prefixed with 777
for SFTP and 888 for HTTPS) for HL7 File Transfer.

For username enter a generic clinic name that describes your clinic/facility. Use lower
case only. This name will be changed to the above assigned prefixed username. Check one
of the below BOXES.

I-CARE/SFTP (MovelT) HL7 File Transfer

I-CARE/HTTPS (Web Services) HL7 File Transfer

e Notification emails will be sent with passwords when account is created. SFTP or HTTPS
passwords have no expiration date and will not expire.

NOTE: If you plan to only use HL7 DATA EXCHANGE and DO NOT plan on using the
I-CARE WEB APPLICATION, follow OPTION 2 above and select ICARE/SFTP (MovelT)
HL7 File Transfer or ICARE/HTTPS (Web Services) HL7 File Transfer.


javascript:if(checkSelectedApps('I-CARE/Immunization%20Registry'))%7bwinopen('KeyMaster','ICARERole','3','IDPH/ICARE%20DPH%20ICARE');%7d

pro lDPH w é 7) ﬂ' Z lllinois Department of Public Health
Lo TSI & ‘O a/ Health Alert Network (HAN)

Applications, Alerting & Resources User Registration

Please enter the following information. * denotes a required field.

Username must be first initial and last name, all lower case letters up to eight characters in length, no space or special characters.

*
Username: I Kw o0od3

*
Verify username: I_ . o
Important!! Cek verify username and check availabilit

Firstname:*l Kelth 0900 000000000000000000000000000000000000000000000

. Password NOTE:

Must be a minimum of 8 characters and
Must include at least one capital letter and
At least one lower case letter and

*
Last name: I Wood

Password must be a mix of letters and numb

*
Password: I ki

e0ccecooBoce

*
Confirm password: I ekolok

Organization: * I yjin g Department of Public Health

«

i *

Department: *

Immunization Section/I-CARE

n

i 3

Work address: * | o5 \. Jefferson St. A 1

«

i 3

City: . I Springfield

*
State: I IL

ZIPcode:| | 62761

E-mail: * I Keith.Wood@illinois.gov

*

Work phone #: 217-524-096

Cell phone #:

Pager #:

11

FAX #: | 217-524-0967

Supervisor's name:

I Teri Nicholsan

Purpose for registratiop: To transfer FCARE HI7 files

(specify batch or web services)

ST

At least one number. Ex: Love0312 or 2Ab34Cd

Tltle*l |I’TTTUnI2atI0nRegIStryAd\;§O 0000000000000 000000000000000000000000000000000p000



javascript:winopen1(document.frmRegistration.cn.value);

Please check the appropriate box(es) below to request access to restricted applications.

Beach Monitoring System

Cancer Registry System

EMS Licensing System

Environmental Health Licensing System

Food Service Sanitation Manager Certification
Genetic Counseling System

HAN Alert Notification Recipient

HAN Alert Notification System Author

Health Care Worker Background Check System

Healthy Homes and Lead Poisoning Surveillance System

[ A (R A RO AN N AN R

Hospi ate Disaster Rep

I-CARE/Immunization Registry (click here to select the KeyMaste! mail:
DPH.ICARE@illinois.gov

<]

I-CARE/SFTP (MovelT) HL7 File Transfer Then click here and wait several
minutes for the page to load.

<]

I-CARE/HTTPS (Web Services) HL7 File Transfer

INEDSS (Disease 'stem

LHPG Performance Indicators

Movelt File Transfer

Perinatal HIV Reporting System

PreHospital Run Reporting System Install

Refugee Health Assessment Program in lllinois (ReHAPI)
Smoke-Free lllinois Enforcement System

Trauma/HSVI Registry System

[ [ R R R RN NN BN B

West Nile Virus System

PRA E-mail: * ﬁ | DPH.SECURITY @illinois.gov >
select from the Portal Re/'gistrat rity list:

Then click here —
and wait again.



javascript:if(checkSelectedApps('I-CARE/Immunization%20Registry'))%7bwinopen('KeyMaster','ICARERole','3','IDPH/ICARE%20DPH%20ICARE');%7d
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14. After clicking on the check availability link and if it says “Congratulations!”, close that screen and continue.
IE: Patricia Brown would be pbrown (no spaces or punctuation).

If it says the name is not available:

<3 LDAP Username Search - Microsoft T o ]

Username Search

Searching for available username.

=ofty, username phrown is
Please try a different userfamre
Close |

Add a 1 to the end of the name and try again (ex. pbrown1). Do not add numbers if not needed.

It will only allow up to eight characters per username, so if your last name is long, drop off all but the first
seven letters of the last name. IE: Angela Sowinski, would be asowinsk.

<} LDAP Username Search - Microsoft T -0 x|

Username Search

Searching for available username.

TTzername asowmnsk 12 avalable.

Close |

15. If this does not work, call the Service Desk at 1-800-366-8768. Select option 1, then select option 1
again.

Important note: Deviations from this format will not be accepted and will result in processing delays.
To receive the correct user name if the above procedures fail, contact Woody at 217-524-0968.

10



16. If you chose Option 1 (HL7 File Transfer and I-CARE Immunization Registry) click on the Keymaster’s e-
mail link after checking the box to the left of I-CARE/Immunization Registry. This page may take several

minutes to load. Do not click or type until this screen populates. Scroll down to your organization and

put a dot in the circle to the left of it.
If your organization is not listed, select IDPH/ICARE and DPH ICARE. Then click on the Close button:

@Keyl“laster List - Microsoft Internet Explorer provided by Information Tech... — |EI|5|

/

KeyMaster List

Select a KeyMaster from your organization
tlick on a name to select. Click on the Close button after selection.

* If you can't find your organization, select IDPH/ICARE DPH

T ——
Infant Welfare Chmne

(==

Laan

ICARE.
]
IDEAL MEDICAL CEMTER EBCMI 3123261850
e IACKSON
IDPH ICARE TESTZ  [2173433454
e
IDPH icare train3 2178570021
I
-
QST
|~ [DPH/ICARE DPH ICARE

Infant welfare Clinic

Sheila Rock

CEE>

|?DB-848-0528 |

17. If you chose Option 1 or 2: Then click on the PRA e-mail link Portal Reqgistration and wait again.
Scroll down until you find your organization and put a dot in the circle to the left of it.
If your organization is not listed, select IDPH DPH SECURITY. Then click on the Close button:

N\

a PRA List - Microsoft Internet Explorer provided by Inforn

=101x]

Portal Registration Authority List

%elect a PRA from your organization
Click on a name to select. Click on the Close button after selection.

* If you can't find your organization, select IDPH {DPH Security).

——
- 3\
IDPH DPH SECURITY 217-782-4575 >
-
I}\ .y

IDPH / BASUAH

WVEROMICA HALLOW &Y

217-524-6817

IDPH / BILLING BLOOD LEAD|EDDIE SIMPSON 217-785-3045 -
~ paTa

IDFH / Cancer Reqgistry LARRY HEBERT 217-557-0183
o

IDFH / E-LAB REPORTING  [JEFF GRIEVE 717-557-0007
o

IDFH / TOTS KEITH WOOD 717-524-0968 -~

11



18. Important: Now scroll up and click in the Pager field. Check all entries on the form to make sure
nothing is omitted or misspelled. Pay close attention to the password (It MUST be at least 8 characters
long, must have at least one number, at least one upper case letter, and at least one lower case letter in
it. It cannot be your first name, last name, username or the name of a month. However, it can be another
person/pet’s name or the numbers for a month and year such as LB072009, Fido0709 or 0709love). The
registration form may accept your choice, but when you try to log in for the first time after being
approved, the password must pass validation tests by our server and will fail if not within the parameters
of the above criteria. The e-mail must be correct. Compare it to an actual e-mail. This address is used to
notify you once your account is approved.

19. Once you are satisfied with all entries, click on the Submit button:

PRA E-mail: " celect from the Portal Registration suthority list: IDPH SECURITYillinnis gowv

You will then see the Processing notice:

Improving Public Health, One Community At a Time { IdphneT

dotcom

Illinois Department of Public Health

Web Portal User Registration

L (.

Processing..., please wait. I

20. Do not click anything while this is running. Give it a few minutes if needed to complete processing.

12



The completed form to be printed will look like this:

|»

Improving Public Health, One Community At a Time ﬁ{ IdphneT

dotcom

lllinois Department of Public Health

Health Alert Network {HAN) Web Portal User Registration

Portal Registration Confirmation
The following information has been submitted to IDPH.
Please print this form, obtain signatures, and fax the form to your PRA.

Usernarme: kwood3

First name: KeithTest

Last name: [\Wood
Title: |MPA 111
Organization: {IDPH
Departrnent: I-CARE/TOTS Prograrm
Work address: |525 W, Jefferson St. FL1
City: |Springfisld =
State: [IL.
ZIF code: |61751
E-rnail: |bighigwood@cs.com
Wiork phone #: [217-524-09658
Cell phone #: |217-414-0100
Fager #:
FaX #1|217-524-0967
Supervisar's name: | Teri Nichalsan
Purpose for registration: |I-CARE Test ID and Movelt Test ID

PR.A e-mail:

DPH.SECURITY®@illinois.gov

Selected applications:

Mowvelt File Transfer, ICARE

I, the undersigned Applicant,

have read the IDPH Web Partal User Agreement on accessing portal resources and will abide by its palicy. I am aware that

violation t rnay result in IDPH terminating the agreement and revoking my priviledges. T am also aware that misuse of information
OOy resources may also su e to penalties under state and federal law not limited to the Computer Crime Prevention Law (720 ILCS 5/160).
Applicant signature: \ Date:
Supervisor's signature: ) Date:
N PRA signature: g Date:
T Below is for PRA/IDPH Use Only

Received:

User notified:
Motes:
Thark you for your interest in the IDPH Web Portal, Flease submit the printed form to your PRA for processing. If you chose IDPH Security as your PRA,

21. Please print two copies of the form before leaving the screen because you cannot return to it. Sign one
and send it to your PRA or fax it to the IDPH I-CARE Program at 217-524-0967 to the attention of I-CARE
and retain the other one for your records. Write your password on the one you retain and keep it in a
safe place in case you forget your user name or password.

Note: Currently it is taking more than 4 weeks to process these accounts.

22. Please be patient and once your account is approved, you will receive an e-mail at the address you listed
above including instructions for logging into I-CARE or using SFTP/HTTPS.

13



Methods to Upload Batch Files to the Illinois Department of Public Health

All methods will require a username and password created from the section above -Registration for
I-CARE and/or Movelt.

1. Secure File Transfer Protocol (SFTP) Connections

2.

3.

1.1  Using your EHR’s own SFTP connection
1.2 Using a SFTP client

Illinois Department of Public Health Movelt Website application

I-CARE application

1. SFTP Connections

1.1

1.2

Your EHR system has a SFTP connection that can automatically upload HL7 files to
the I-CARE SFTP servers.

Please contact your EHR vendor with this information:

Host Name: ftp.idphnet.com

User Name: username

Password: password

Directory: "/Distribution/ICARE HL7 EXCHANGE"/

Your vendor should set up your SFTP transfers for your EHR system. No need to go to step 1.2.

Setup a SFTP client on your computer system to manually or automatically transfer
HL?7 files to the I-CARE SFTP servers.
Illinois Department of Public Health has tested and is compatible with the SFTP client WinSCP.

Your organization might use other clients such as: Moveit freely, PUTTY, Core FTP, FileZilla, Ace
FTP, etc. the Department can assist with installation of these clients.

To download and install WinSCP go to http://winscp.net/eng/download.php and click on
“Installation package” under Downloads.

14


ftp://ftp.idphnet.com/
http://www.ipswitchft.com/Products/MOVEitFreely/Evaluation.aspx
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://www.coreftp.com/
http://filezilla-project.org/
http://software.visicommedia.com/en/products/aceftpfreeware/
http://software.visicommedia.com/en/products/aceftpfreeware/
http://winscp.net/eng/download.php

1. Use the Illinois Department of Public Health Movelt Website
Application to transfer HL7 files to I-CARE SFTP servers.

Go to the Illinois Department of Public Health SFTP web site: https://ftp.idphnet.com/

Enter your Username and Password. Click on Sign On.

2 Illinois Dept of Public Health: Not Signed On - Win

dows Internet Explorer

@T\ < ” https: //fi.idphnet.com

a5 o

5. Favorites . Tlinois Dept of Public Health: Not Signed On

B

B8 7] e v Page~ Safety v Tools~ @~

< Sign On

* Username: !Userld
* Password: looonou|

% SignOn | |4 Reset |

Need Help? Tech Support - Online Manual

‘ = | Security Notice

You are about to access a secured resource.

‘ == | Ulinois Dept of Public Health reserves the right

to monitor and/or limit access to this resource
at any time.

v’ Trusted sites

3~

#100% <~ .

15


https://ftp.idphnet.com/

After successful login you need to navigate to I-CARE folder. First, click on “Folders”.

/2 lllinois Dept of Public Health: islobody - Windows Internet Explorer

@'\:/A: v " https: //fin.idphnet.com spx?r=653907 V‘ g I & 3| X ’b g ‘,0 x
ii¢ Favorites | @ Tlinois Dept of Public Health: islobody ‘ | M- B ) @ - Pager Safetyr Toos- @~
G
Welcome to Illinois Dept of Public Health! Please watch
this area for important messages.
@ Home
14 Find File |
e < Announcements
: = Welcome to the IDPH Secure FTP server.
[ ./islobody i ] )
e Posted by Gary Selvaggio at 4/8/2003 9:24:51 AM
[/ GoTo | Lol
<» Browse Files and Folders...
Need Help? : :
To search for a particular file, enter the file name or file ID in
& online Manual the Find File box on the left side of the page and press the "Find
& Tech Support File" button.
ponered by MOVET® 3 Go To Your Home Folder - £3 Browse Other Folders
dmz
fh  1Inlaad a Fila Naar v
| / Trusted sites 4 v ®100% -~
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Click on Distribution.

/2 lllinois Dept of Public Health: islobody - Windows Internet Explorer

@@:v l’https tp.idphnet.com spx?r=182761 V‘ %l W[+ [ X ’b g ‘P "/
5 Favorites j.nlinois Dept of Public Health: islobody ]7\ o [ d= v Page~ Safety~ Tools~ (@)~

® Home
&3 Folders \} (All Folders)
YL
i < Folders and Files
Name Created Creator Actions
*‘j Distribution 10

3 Home 10
l Jislobody v l Advanced View
@GoTo |
Need Help?
@ onlfine Manual
& Tech Support
Powered by l%

/ Trusted sites 4 v ®100% -~
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Click on “ICARE HL7 EXCHANGE” Folder.

/2 lllinois Dept of Public Health: islobody - Windows Internet Explorer

@@:v l’https ip.idphnet.com spx?r=115169 V‘ %l & 4|l X ’b g ‘P %
5 Favorites j.nlinois Dept of Public Health: islobody ]7\ o [ d= v Page~ Safety~ Tools~ (@)~

“
% Folders “) Distribution /

¢ Folders and Files

Name Created © Creator/Contents  Actions
74, Parent Folder

‘ B 7/16/2010
: * ICARE HL7 EXCHANGE ~ 9:45:12AM
l ./islobody v l

(=3 GoTo | — , Advanced View

=

Need Help?
& online Manual
& Tech Support

Powered by l%

IDone 7/ Trusted sites 3 v| ®100% -

18



Click on “CLICK HERE to Launch the Upload Wizard...”.
/= Illinois Dept of Public Health: islobody - Windows Internet Explorer

—=
@\:/A:' ‘.ht‘tps in.idphnet.com spx?r=537184 V‘ §| W || X [b .

5. Favorites ]1 ’ Tllinois Dept of Public Health: islobody ‘

B
‘ v B [ @=m - Page~ Safety - Toos~ @~

&
\\) Distribution / ICARE HL7 EXCHANGE
¢» Folders and Files
¢4, Parent Folder
{C4 Find File | There are no files or folders in this folder.
- Advanced View
.fislobod v 7S
'__/ . | < Upload a File Now...
[/ GCoTo |
- ; Select a folder: | Distribution / ICARE HL7 EXCHANGE v
Need Help?
& onfine Manual */‘ CLICK HERE to Launch the Upload Wizard...
& Tech Support
Powered by “%
v

/" Trusted sites

v ®100% -
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Click on Add File.

MOVEit Upload Wizard - Upload to Distribution / ICARE HL7 EXCHA...

Fleaze drop files inta the list I:-eln:nw,* : |
“WE D or uze the buttons to the right. et s
wizard
Add Folder
Filename | Size | Modified |
é Meut Cancel

Select Uploading file, click on Open button.

Select a file to add to the upload list

Look in: | = Inbound

My Recent
Documents

F‘ —
[
Desktop

A

=/

My Documents

5

My Computer

Iy Metworle

Flaces

=l oZ e

EJ adt_and_wxu, tut

|‘§J daff_duck_new_imm_1.txt
IEI daff_duck_new_imm_2. txt
E daffy_imm_wile_a31.txt
FULLSET

FULLSET_2_4
multits_single_obx

[Z] NewMexicoSampleV04. tet
NEWTESTFILE

IEI RhodelslandSampleMsg. txt
E td_adt_and_vxu. txt
[E]Texas_sample_vo4.txt

I‘Té_”J vl bt
WLIFM_muIt_uau:_nne _pat

File name: |Te:~:as_SampIe_‘-ID-4.t:d

Files of type: | Al Files

1

Cancel
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Click Next.

MOVEit Upload Wizard - Upload to Distribution / ICARE HL7 EXCHA...

Pleaze drop files inta the list below, : |
Hn_"E D or uze the buttons to the right. et s Flemaie
wizard

Add Folder
Filename Size | Modified |
C:ADownload:zhHL S Localh CARE N nbound Tes. . 2075 2009-07-09 0333

é * et = | Cancel

Click Next.

MOVEit Upload Wizard - Upload to Distribution / ICARE HL7 EXCHA...

Chooze Upload Options
HWE D * Upload files individually
wizard " Upload all files as one . zip

M otes; |

[ Prampt for "Upload &3 narmes and notes
[ Close wizard when done

é ¢ Back | f Mext > Cancel
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After Transfer is complete, click OK.

MOVEit Upload Wizard - Upload to Distribution / ICARE HL7 EXCHA...

G, Transfer complete. [ntegrity werified on all files.

Tranzferred 1 file in 0 seconds [12.98 KB/sec]. [B5 6% total compression]
Prezz 0K to cloze this window and wview the Tranzfer Repart.

é tDK |

Check if your file uploaded correctly.

/= lllinois Dept of Public Health: islobody - Windows Internet Explorer

@.\_ y - ”https i.idphnet.com spx?Arg1 V‘&I W[+ | X ’b - \,0'
§¢ Favorites | @ Tlinois Dept of Public Health: islobody | & v B - [ @ v Page- Safety~ Tooks~ (@~

A

\) Distribution / ICARE HL7 EXCHANGE

¢ Folders and Files

Name Created © Creator/Contents Actions
4 Find File | g% Parent Folder
CoTorolders 3 B Delete -

xas Sample V04.bdt  4:53:05 islobod

| Jislobody v H M =2 Download
3 Go To
Bl | . Advanced View
Need Help?

< Upload a File Now...

& online Manual
Select a folder: ‘ Distribution / ICARE HL7 EXCHANGE

& Tech Support

5 i see
ST leE » 7/ _CLICK HERE to Launch the Upload Wizard
mz

I J Trusted sites 3 v ®100% -

Depending upon the size, your uploaded data should be available in I-CARE within 10 minutes.
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2. Use the I-CARE Application to upload HL7 files directly into I-CARE.

Go to IDPH portal to login to I-CARE https://dph.partner.illinois.gov/

Click on Applications / Production Apps and click on I-CARE.

= Home - Windows Internet Explorer |Z|z|

e

B s |g, https: //dph.pariner.ilinois.gov Pages V| % | @ || X% |b= ng | 2
T Favorites |33 "@IDPH Web Port... |§Home x| ‘ A - Bl - [ o= - Page - Safety - Tools - i@~
DPH Partner Welcome IGO0

X

P j Partner
Applications, Alerting & Resources

Applications + | My Forms

Production
View All Site Con i ner
- TestA
est Apps
R Development Apps
Announcements
Lists

= Local Health
Departments

= Portal Registration
Authorities

({'m"s"i‘“E" SIREM - State of Ilinois Rapid Electronic Motification

g Coam oot Ml ottt

= - Leannmia IDPH Learning Management System
t Masaseimns s 8 v
= i

Srsroun

CMS Service Desk: 1-300-366-3768

For assistance with IDPH portal access and web-based application support, contact the Custon

Service Center at 1-800-366-8768, Option 1 then Option 15, to reach support personnel for th

Department of Public Health. b
| >

Done + Trusted sites 45 - H100% -~



https://dph.partner.illinois.gov/

Click on the “HL7 Messages” Menu. Click on “Browse”.
Select the file to import and click on “Import HL7 File”.

/= I-CARE HL7 [DEV1] - Windows Internet Explorer : §|E|
..\~__/.-; L ] | https idphniet.com V| 4 | B4 | X |b | R
i Favorites (33 [+ | @ IDPH web Portal Login | [T 1-CARE HL7 DEVI] X % - B) ) @ - Page- Safety- Tooks- @-

£

I-CARE HL7 ct Us & Help! @ Logout

Illinois Comprehensive Automated

Immunization Registry Exchange ESTRFNTY g a8 (T lslns
Supported versions: 2.3.1, 2.4, 2.5 and 2.5.1

. | . A=
@ Patients

— ﬁ Import HL7 file
ml Clinic

== Vaccines

| Reports User: SLOBODYANYUK, IGOR ° IDPH Help Decsk: 800-366-8768 opt.1 / opt.15

HL7 Messages Clinic: FAMILY PRACTICE CENTER Copyright @ 2010 Illincis Department of Public Health

# Settings

@ about I-CARE

Recent Patients:

GREEN, SUSAN @
PHILLIFS, ABIGAIL S
LEE. SAMUEL H
GREEN, MARK Al AN
WILLIAMS, VICTOR D
Green, Mark Alan
Green, Helen Denise

Green, Susan G
TANGO, TERRI
MASCM, SHELBY A

b

IDone o Trusted sites da v H0% -

After importing the HL7 file, your data will be available in I-CARE within 10 minutes.



Uploading Using Web Services

Bi-directional interface with ICARE:

Implement bi-directional HL7 interface with I-CARE to upload HL7 files (messages VXU) or
query the I-CARE database (messages QBP and VXQ). Illinois Department of Public Health is
using SOAP protocol (Web Services) over HTTPS (WCF standards from Microsoft) to
communicate with clients. Base Address - https://icarehl7.dph.illinois.gov/.

Please read about the Microsoft WCF standards at http://msdn.microsoft.com/en-
us/netframework/dd939784

1. Develop the client and insert the username (prefixed with 888) and password.
2. For client code examples contact Igor.Slobodyanyuk@illinois.gov.
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